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Introduction

APT41 is a Chinese cyber espionage group that has been active since at least 2012.
They are known for their advanced tactics, techniques, and procedures (TTPs), which
include the use of custom-built malware and tools. One of the tools that APT41 has been
known to use is a PowerShell backdoor.

PowerShell is a scripting language that is built into Microsoft Windows, and it can be used to
automate administrative tasks and manage system configurations. APT41's PowerShell
backdoor takes advantage of this functionality to bypass traditional security measures and
gain access to target systems.

The APT41’s PowerShell backdoor is designed to be stealthy and persistent, and it is often
used as a second-stage payload in targeted attacks. Once installed, the backdoor allows
APT41 to execute commands, download and upload files, and gather sensitive information
from compromised systems.

Overall, the APT41’s PowerShell backdoor is a powerful tool that highlights the group's
sophistication and highlights the need for organizations to implement robust security
measures to defend against advanced threats.
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Who is APT41?

APT41 is a sophisticated Chinese hacking group that has been active since at least
2012. The group is known for conducting cyber espionage campaigns and
financially-motivated attacks against a wide range of targets, including governments,
businesses, and individuals. APT41 has been linked to a number of high-profile attacks,
including the 2017 Equifax data breach, and has been involved in the theft of intellectual
property, personally identifiable information, and financial data. The group is also known for
using a wide range of sophisticated tools and techniques, including custom malware, supply
chain attacks, and the exploitation of vulnerabilities in software and hardware.

Alias: Wicked Panda
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Technical Analysis

Before execution it creates a mutex named
“v653Bmua-53JCY7Vq-tgSAaiwC-SSq3D4b6”. Mutexes are used by malware to prevent
reinfection. If mutex creation is not successful, it terminates with return value 1.

It starts execution by locating its payloads to Windows Registry one by one. First
payload contains usage of a LOLBin “forfiles.exe”. "Lolbins" is a term used to describe
"living-off-the-land binaries," which refers to legitimate system tools that can be used by
attackers to carry out malicious activities such as executing malware, stealing data, or taking
control of a compromised system. Lolbins are considered a serious security threat because
they can bypass traditional security measures that focus on detecting and blocking known
malicious files.

Normally, the Forfiles tool is used for searching but it can execute commands. So AV
Bypass is aimed by using LOLBins. Additionally,
HKCU\Environment\UserInitMprLogonScript key is used for persistence and executes the
command automatically when system login.
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It stores the credentials to be used in communication with Telegram in the registry.

Then it writes the actual obfuscated Powershell payload under
HKEY_CLASSES_ROOT\abcdfile\shell\open\command\abcd. Here we see the usage of
another LOLBin “SyncAppPublishingServer.vbs”.

Obfuscated payload as follows:
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It writes Internet Explorer to the registry to open automatically when the system is
started.

Here is the decryption script, which led us to new Powershell script.

It is an obfuscated Powershell script, when we deobfuscate this it gave us the last payload.
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Last payload is a Powershell Backdoor which is not traditional. It can infect Removable
Devices and uses Telegram for C2 Server.

Backdoor sends system information and IP address (using ip-api) to C2 Server.
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Infinitely loops to wait commands that will come from C2 Server.
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YARA Rule

rule APT41_Powershell_Backdoor

{

meta:

author = "seyitsec"

date = "2023-04-22"

hash =

"bb3d35cba3434f053280fc2887a7e6be703505385e184da4960e8db533cf4428"

strings:

str1= ”C:\Windows\system32\forfiles.exe /p c:\windows\system32

/m notepad.exe /c "cmd.exe /c whoami >> %appdata%\z.abcd”

str2=

”5621584862:AAGG6WcTvFu7ADpnMT42PqwOoKfTqMDQKkQ::5028607068”

str3= ”Software\Microsoft\Windows\CurrentVersion\RunOnce”

condition:

all of ($str*)

}
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Indicators Of Compromise (IOC)

TYPE IOC

SHA-256 HASH bb3d35cba3434f053280fc2887a7e6be703505385e184da4960e8
db533cf4428

SHA-256 HASH d71f6fbc9dea34687080a2e12bf326966f6841d51294bd665261e0
7281459eeb

URL hXXps://raw.githubusercontent[.]com/efimovah/abcd/main/xxx.gif

URL hXXp://ip-api[.]com/json

MITRE ATT&CK

Technique Name Technique ID

Windows Management Instrumentation T1047
PowerShell T1059.001
Registry Run Keys / Startup Folder T1547.001
System Network Configuration Discovery T1016
Application Layer Protocol T1071
Modify Registry T1112
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